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S6: 913 /CATTT-NCSC Ha Néi, ngay 7#thang 07nam 2021
VIV 16 hong méi trong SolarWinds
Serv-U Manager File Transfer va
Serv-U Secure FTP

Kinh gui:
- Pon vi chuyén trach vé CNTT céc B, co quan ngang B0,
co quan thudc Chinh phu;
- S Thong tin va Truyén thong céc tinh, thanh phé truc thudc
Trung vong;
- Cac Tap doan, Tong cong ty nha nudc; cac Ngan hang
TMCP; céc td chirc tai chinh;

- Hé théng cac don vi chuyén trach vé an toan thong tin.

Ngay 12/7/2021, SolarWinds da cong bd vé 16 hong bao mat (CVE-2021-
35211) trong Serv-U Manager File Transfer va Serv-U Secure FTP, anh hudng
dén phién ban Serv-U v15.2.3 HF1 (phat hanh ngay 05/5/2021) va tat ca cac phién
ban trudc d6. Poi tugng tin cong c6 thé khai thac 16 hong bao mat nay thong qua
giao thirc SSH, tir d6 thyc thi ma tir xa voi didc quyén cao hon trén may chu muc
tiéu.

Serv-U Manager File Transfer va Serv-U Secure FTP 1a 2 phan mém, Gng
dung duoc st dung trong nhiéu hé thong cong nghé thong tin cia cac co quan, to
chtrc dé quan 1y, kiém soat viéc truyén, chia sé tép tin bén trong va bén ngoai don
vi. Theo danh gia so bo cta Trung tim Giam sat an toan khong gian mang quéc
gia (NCSC), tai Viét Nam c6 khoang 700 hé thong thong tin cta cac co quan td
chure sir dung SolarWinds dang dugc cong khai trén Internet, trong d6 cé rat nhiéu
hé théng cua tap doan, doanh nghiép va cac cong ty 1én.

Nham dam bao an toan thong tin cho hé thong thong tin ctia Quy don vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong tin
khuyén nghi Quy don vi thyc hién:

1. Kiém tra, ra soat may chu c6 cai dit SolarWinds Serv-U Manager File



Transfer va Serv-U Secure FTP dé phat hién va xir 1y kip thoi cac may chu c6 kha
nang bi d6i twong tin cong khai thac thong qua 16 hong trén. Nang cap phién ban
tuong tg theo phat hanh cia hang. Trong truong hop chua thé nang cip Quy don
vi ¢6 thé ap dung bién phéap khic phuc dé giam thiéu nguy co bi tin cong (tham
khao huéng dan kém theo).

2. Tang cudng giam sat va sin sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang.

3. Trong trudng hop can thiét c¢6 thé lién hé dau méi hd trg ctia Cuc An toan
thong tin: Trung tAm Giam sat an toan khong gian mang qudc gia (NCSC), dién
thoai 02432091616, thu dién tir: ais@mic.gov.vn.

Tran trong./.
Noi nhn: CUC TRUONG
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Phy lyc
Thong tin vé 16 hong bao mat
(Kem theo Cong van so /CATTT-NCSC ngay  / /2021
cua Cuc An toan thong tin)
1. Thong tin vé cac 16 hong
Mai 16 hong: CVE-2021-35211
Mé ta: Ld hong ton tai trong Serv-U Manager File Transfer va Serv-U
Secure FTP. Doi tugng tan cong co thé khai thac 16 hong bao mat nay thong qua
giao thirc SSH, tir d6 thuc thi ma tir xa vo1 dac quyén cao hon trén may chu muc
tiéu.
San pham bi dnh hwéng: phién ban Serv-U v15.2.3 HF1(phat hanh ngay
05/05/2021) va cac phién ban trudc do.
2. Huéng dan khic phuc
Céach khac phuc t6t nhat 1a nang cap 1én phién ban méi nhat (hién tai la Serv-
U v15.2.3 HF2). Dudi day la danh sach cac phién ban bi anh huéng va huéng dan

cap nhat tuwong ng:

Phién ban bi anh huwéng Hudéng din cip nhat
Cap  nhat  phién  ban Serv-U
Serv-U 15.2.3 HF1 15.2.3 HF2, c6 san trong Customer
Portal

Cap nhat 1an luot theo thir ty 1én phién
ban Serv-U 15.2.3HF1 va Serv-U
15.2.3 HF2, c6 san trong Customer
Portal

Cap nhat 1an luot theo thir tu 1én phién
ban Serv-U 15.2.3, Serv-U
15.2.3 HF1, Serv-U 15.2.3 HF2, c6 san
trong Customer Portal

Serv-U 15.2.3

All Serv-U versions prior to 15.2.3

Trong truong hop chua thé nang cdp phién ban, Quy don vi thuc hién bién
phap khic phuc thay thé bang cach vo hiéu hoa quyén truy cap SSH trén cac san
pham bi anh hudng néu trén.

3. Nguon tham khao
https://www.solarwinds.com/trust-center/security-advisories/cve-2021-35211
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